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Answer any FIVE Questions
All Questions carry equal marks
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1. (a) Explain the benefits of IPSec?

(b) Give an overview of IPSec document? [8+8]

2. (a) Explain how confidentiality service is achieved in public key cryptography?

(b) Explain the operation of Kerberos? [8+8]

3. (a) What is TCP session hijacking?

(b) Explain UDP hijacking? [8+8]

4. (a) Explain the various web security threats?

(b) Explain the significance of dual signature in SET? [8+8]

5. (a) Explain the general structure of private and public key rings?

(b) Explain the PGP trust model?

(c) Explain MIME encoding techniques? [4+4+8]

6. Explain the different types of firewall configurations? [16]

7. (a) What is the role of compression and encryption in the operation of a virus?

(b) Explain the SNMPv3? [8+8]

8. (a) What is the difference between a block cipher and a stream cipher?

(b) What is a product cipher?

(c) Explain the fiestel cipher structure? [16]
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